
325E.61 DATA WAREHOUSES; NOTICE REQUIRED FOR CERTAIN DISCLOSURES.

Subdivision 1. Disclosure of personal information; notice required. (a) Any person or business that
conducts business in this state, and that owns or licenses data that includes personal information, shall
disclose any breach of the security of the system following discovery or notification of the breach in the
security of the data to any resident of this state whose unencrypted personal information was, or is reasonably
believed to have been, acquired by an unauthorized person. The disclosure must be made in the most expedient
time possible and without unreasonable delay, consistent with the legitimate needs of law enforcement, as
provided in paragraph (c), or with any measures necessary to determine the scope of the breach, identify the
individuals affected, and restore the reasonable integrity of the data system.

(b) Any person or business that maintains data that includes personal information that the person or
business does not own shall notify the owner or licensee of the information of any breach of the security of
the data immediately following discovery, if the personal information was, or is reasonably believed to have
been, acquired by an unauthorized person.

(c) The notification required by this section and section 13.055, subdivision 6, may be delayed to a date
certain if a law enforcement agency affirmatively determines that the notification will impede a criminal
investigation.

(d) For purposes of this section and section 13.055, subdivision 6, "breach of the security of the system"
means unauthorized acquisition of computerized data that compromises the security, confidentiality, or
integrity of personal information maintained by the person or business. Good faith acquisition of personal
information by an employee or agent of the person or business for the purposes of the person or business is
not a breach of the security system, provided that the personal information is not used or subject to further
unauthorized disclosure.

(e) For purposes of this section and section 13.055, subdivision 6, "personal information" means an
individual's first name or first initial and last name in combination with any one or more of the following
data elements, when the data element is not secured by encryption or another method of technology that
makes electronic data unreadable or unusable, or was secured and the encryption key, password, or other
means necessary for reading or using the data was also acquired:

(1) Social Security number;

(2) driver's license number or Minnesota identification card number; or

(3) account number or credit or debit card number, in combination with any required security code,
access code, or password that would permit access to an individual's financial account.

(f) For purposes of this section and section 13.055, subdivision 6, "personal information" does not
include publicly available information that is lawfully made available to the general public from federal,
state, or local government records.

(g) For purposes of this section and section 13.055, subdivision 6, "notice" may be provided by one of
the following methods:

(1) written notice to the most recent available address the person or business has in its records;

(2) electronic notice, if the person's primary method of communication with the individual is by electronic
means, or if the notice provided is consistent with the provisions regarding electronic records and signatures
in United States Code, title 15, section 7001; or
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(3) substitute notice, if the person or business demonstrates that the cost of providing notice would
exceed $250,000, or that the affected class of subject persons to be notified exceeds 500,000, or the person
or business does not have sufficient contact information. Substitute notice must consist of all of the following:

(i) e-mail notice when the person or business has an e-mail address for the subject persons;

(ii) conspicuous posting of the notice on the Web site page of the person or business, if the person or
business maintains one; and

(iii) notification to major statewide media.

(h) Notwithstanding paragraph (g), a person or business that maintains its own notification procedures
as part of an information security policy for the treatment of personal information and is otherwise consistent
with the timing requirements of this section and section 13.055, subdivision 6, shall be deemed to be in
compliance with the notification requirements of this section and section 13.055, subdivision 6, if the person
or business notifies subject persons in accordance with its policies in the event of a breach of security of the
system.

Subd. 2. Coordination with consumer reporting agencies. If a person discovers circumstances requiring
notification under this section and section 13.055, subdivision 6, of more than 500 persons at one time, the
person shall also notify, within 48 hours, all consumer reporting agencies that compile and maintain files
on consumers on a nationwide basis, as defined by United States Code, title 15, section 1681a, of the timing,
distribution, and content of the notices.

Subd. 3. Waiver prohibited. Any waiver of the provisions of this section and section 13.055, subdivision
6, is contrary to public policy and is void and unenforceable.

Subd. 4. Exemption. This section and section 13.055, subdivision 6, do not apply to any "financial
institution" as defined by United States Code, title 15, section 6809(3).

Subd. 5. [Renumbered 13.055, subd 6]

Subd. 6. Remedies and enforcement. The attorney general shall enforce this section and section 13.055,
subdivision 6, under section 8.31.

History: 2005 c 167 s 1; 2006 c 212 art 1 s 17,24; 2006 c 233 s 7,8
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8.31 ADDITIONAL DUTIES OF ATTORNEY GENERAL.

Subdivision 1. Investigate offenses against provisions of certain designated sections; assist in
enforcement. The attorney general shall investigate violations of the law of this state respecting unfair,
discriminatory, and other unlawful practices in business, commerce, or trade, and specifically, but not
exclusively, the Nonprofit Corporation Act (sections 317A.001 to 317A.909), the Act Against Unfair
Discrimination and Competition (sections 325D.01 to 325D.07), the Unlawful Trade Practices Act (sections
325D.09 to 325D.16), the Antitrust Act (sections 325D.49 to 325D.66), section 325F.67 and other laws
against false or fraudulent advertising, the antidiscrimination acts contained in section 325D.67, the act
against monopolization of food products (section 325D.68), the act regulating telephone advertising services
(section 325E.39), the Prevention of Consumer Fraud Act (sections 325F.68 to 325F.70), and chapter 53A
regulating currency exchanges and assist in the enforcement of those laws as in this section provided.

Subd. 2. Attorney general to assist in discovery and punishment of illegal practices. When the
attorney general has information providing a reasonable ground to believe that any person has violated, or
is about to violate, any of the laws of this state referred to in subdivision 1, the attorney general shall have
power to investigate those violations, or suspected violations, and to take such steps as are necessary to
cause the arrest and prosecution of all persons violating any of the statutes specifically mentioned in
subdivision 1 or any other laws respecting unfair, discriminatory, or other unlawful practices in business,
commerce, or trade. In connection with investigation under this section the attorney general upon specifying
the nature of the violation or suspected violation may obtain discovery from any person regarding any matter,
fact or circumstance, not privileged, which is relevant to the subject matter involved in the pending
investigation, in accordance with the provisions of this subdivision. The discovery may be obtained without
commencement of a civil action and without leave of court, except as expressly required by the provisions
of subdivision 2a. The applicable protective provisions of rules 26.02, 26.03, and 30.04 of the Rules of Civil
Procedure for the district courts shall apply to any discovery procedures instituted pursuant to this section.
The attorney general or any person to whom discovery is directed may apply to and obtain leave of the
district court in order to reduce or extend the time requirements of this subdivision, and upon a showing of
good cause the district court shall order such a reduction or extension. In order to obtain discovery, the
attorney general may:

(a) Serve written interrogatories on any person. Within 20 days after service of interrogatories, separate
written answers and objections to each interrogatory shall be mailed to the attorney general.

(b) Upon reasonable written notice of no less than 15 days, require any person to produce for inspection
and copying any documents, papers, books, accounts, letters, photographs, objects, or tangible things which
are in the possession, custody, or control of that person.

(c) Upon reasonable written notice of no less than 15 days, take the testimony of any person by deposition
as to any fact or opinion relevant to the subject matter involved in the pending investigation.

For the purposes of this subdivision the term "person" has the meaning specified in section 325F.68.

Subd. 2a. Failure to comply. If any person fails or refuses to answer interrogatories, to produce materials,
or to be examined under oath, as required by the provisions of subdivision 2, the attorney general may apply
to a district court, upon notice, and the court, on a showing by the attorney general of cause therefor, may
issue such order as may be required to compel compliance with the discovery procedures authorized by this
section.

Subd. 2b. Assurance of discontinuance. The attorney general may accept an assurance of discontinuance
of any act or practice the attorney general deems to be in violation of the laws referred to in subdivision 1
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from any person the attorney general alleges is engaging in, or has engaged in, the act or practice. The
assurance may include a stipulation for the performance, provision or payment by the alleged violator of
any remedies allowable under this section. Any assurance shall be in writing and shall be filed with and
subject to the approval of the district court of the county in which the alleged violator resides or has a
principal place of business or in Ramsey County. An assurance shall not be considered an admission of a
violation for any purpose. Failure to comply with the assurance of discontinuance shall be punishable as
contempt.

For the purposes of this subdivision the term "person" has the meaning specified in section 325F.68.

Subd. 2c. Undistributed money to general fund. If a court of competent jurisdiction finds that a sum
recovered under this section for the benefit of injured persons cannot reasonably be distributed to the victims,
because the victims cannot readily be located or identified, or because the cost of distributing the money
would outweigh the benefit to the victims, then the court may order that the money be paid into the general
fund. All sums recovered must be deposited into the state treasury and credited to the general fund.

Subd. 3. Injunctive relief. In addition to the penalties provided by law for violation of the laws referred
to in subdivision 1, specifically and generally, whether or not injunctive relief is otherwise provided by law,
the courts of this state are vested with jurisdiction to prevent and restrain violations of those laws, to require
the payment of civil penalties, to require payment into the general fund, and to appoint administrators as
provided in subdivision 3c. On becoming satisfied that any of those laws has been or is being violated, or
is about to be violated, the attorney general shall be entitled, on behalf of the state; (a) to sue for and have
injunctive relief in any court of competent jurisdiction against any such violation or threatened violation
without abridging the penalties provided by law; and (b) to sue for and recover for the state, from any person
who is found to have violated any of the laws referred to in subdivision 1, a civil penalty, in an amount to
be determined by the court, not in excess of $25,000. All sums recovered by the attorney general under this
section shall be deposited in the general fund.

Subd. 3a. Private remedies. In addition to the remedies otherwise provided by law, any person injured
by a violation of any of the laws referred to in subdivision 1 may bring a civil action and recover damages,
together with costs and disbursements, including costs of investigation and reasonable attorney's fees, and
receive other equitable relief as determined by the court. The court may, as appropriate, enter a consent
judgment or decree without the finding of illegality. In any action brought by the attorney general pursuant
to this section, the court may award any of the remedies allowable under this subdivision.

Subd. 3b. Orders and judgments prima facie evidence. Any permanent injunction, judgment or order
of the court made pursuant to subdivision 3 shall be prima facie evidence in an action brought under
subdivision 3a that the defendant used or employed an act or practice in violation of the laws referred to in
subdivision 1, provided that this subdivision shall not apply to consent judgments or decrees where the court
makes no finding of illegality, including assurances of discontinuance pursuant to subdivision 2b.

Subd. 3c. Administrators. The courts of this state are vested with jurisdiction to appoint an administrator
in actions brought by the attorney general under this section, for purposes of (1) monitoring, maintaining,
or winding up the affairs of a business, or (2) collecting, administering, and distributing judgments obtained
by the attorney general for the benefit of persons. Upon the order of a court having jurisdiction over the
matter, reasonable fees and expenses may be paid to the administrator out of any sums recovered under this
section or administered by the administrator.
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Subd. 4. [Repealed, 1983 c 290 s 173; 1983 c 301 s 235]

History: 1947 c 587 s 8; 1957 c 821 s 10; 1965 c 51 s 70; 1967 c 302 s 1; 1969 c 6 s 41; 1973 c 35 s
50; 1973 c 155 s 1-5; 1974 c 524 s 2-8; 1980 c 509 s 125; 1985 c 248 s 2; 1986 c 444; 1987 c 366 s 1-4;
1987 c 384 art 2 s 2; 1989 c 304 s 129; 1989 c 335 art 4 s 5,6; 1992 c 377 s 1; 1992 c 504 s 1; 1996 c 305
art 1 s 139
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